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Account Data

Data Transfer Impact Assessment (DTIA) on the
transfer to third countries of Account Data processed
by Google Meet (audio/video conferencing)
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Support Data

Data Transfer Impact Assessment (DTIA) on the

transfer to third countries of Support Data processed
by Google Meet (audio/video conferencing)
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d)  Target jurisdiction for which the DTIA is made: Australia, Brazi, Chile, Hong Kong, India, Singapore and Taiwan +
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Bl I 10% 1,00%
of the provider, of ts subcontractors or of the parent company technically

using admin privileges) or are able to gain such access, e.g, by covertly
installing a backdoor or "hacking” nto the system (rrespective of whether
they are allowed t0 do so) . fprereqsie 0.2

and are then able to search for. find and cobv the data reauested by the 10%.
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Description in words (based on Hillson®| Very low
The vea am
The vea 1271

oh* and >50% = Very high (o
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3= regulr personal dota i the cleor Hah

b Estmatedimpoctof sk

Very High

High Mediurm

Medium Medium __ Medium

Low Medium  Medium
Very Low

Rationale

rom Googi nt o iclde oy sesiie or speciol cotegris of dato i

thei dota Henc,th Suppor Dot should only cotai egulr persona dta. The

probabiltytht the sk of unouthoriseaccess ccurs, is very low. e the sk s
essessd o ow:

from  practic ot
o vewfor ot e Sateysnto e
lcation ' whtelited couny nstead?
b) No.
‘applicable data protection law (e.g., Art. 49 GDPR in case of the GDPR)?
B} ; ! No Enare thot dota remins enrped.
Lext . thre 5 0 aproprse encypto nrans?
£l third party Yes s
by a transfer d
v i protection law (e.g., ontractual
s n cas f e GOP,spproved R, or -t csseof snonward PO —
iranser -+ backto-backcontat n ne with he €0 SCC), and can o e
' ‘
i sorcemensthrs soslcablr?

Based on the answers given above, the transfer

permitted

Final Step: Conclusion

This Transfer Impact Assessment has been made by; Place, Date:
LM Rik / SURF /SIVON / PRIVACY COMPANY

ed:
By: T5chool or University X]

Rationale

engineers inth USA, and i th 7 thid countries.

Meet the tromsfeis strctra, ot ncidenta.

Support Dot

polcy and argaistiona measures.

Reassess at the latest by: X+2

(o fthere are any changes i creumstances)



Diagnostic Data

Data Transfer Impact Assessment (DTIA) on the
transfer to third countries of Diagnostic Data processed
by Google Meet (audio/video conferencing)

o)

7

from the end-user logs.
i ice Data, Thi st b 5 categories.
t Dat Data and Website Data
h 3 personal
data. public DTIAS on

videoconferencing services.

9 oaa w

[Confidential] for the Dutch education sector. Technically,
b)  Country of data exporter: e y oot o

Google LLC nthe Usa reyon
O pata importer i ) o v "

USA, with onward ransfrs tothird countries for recorded data.
) Country of data importer: e 3 based in Dublin, Ireland. Google Cloud EMEA Limited is a

whallyowned subsidiay o Googl LLC which nturn s a wholly owned subsiiary of Alphabet .

1-on-1 or group calls (up to 500 participants) d video or just audio.
ricpants, (Al generate) Ine captions of ) translationsoflve captions. 1
‘This tabis. of Diagnostic 8S, 8¢ Telemetry Data, including names of Meetings and the account name of the organiser of a Meet (as Data of the. customer
v . by 3 ‘the main entr y operate.
and the Ad Je. This isdiscussed Data will ot provide such consen.
in In its Data 2 o8l “ ¥e i servers
. o
Meet “Senice Data).

) Coment nd prpose ofthe ansn Therefore the Diagnostic Data can be ransfrred n two circumstanes:

L ble such acrashlog issue.n that case,

adequacy decision from the EU): Australi,Brai, ik, Savador, Guatemals, Hong Kong, Indi, Malayia, Mexico, Phi  Taiwan,pus the USA Thi p

Such consent. Therefore transfr o the first st o subprocessors s ot f cope.

2 However,even f  customer does . may sl ave limied, Diagnostc

i lia, razil, Chie Hong Kong, Il a
Taiwan. Addiionalh from the i e hs provided relating to it
o | “Googl service erai, Chil,Hong Kong, India, S E

not accessed any Google Meet Customer Data or Service Data belonging d

f Categories of data subjects concerned: o particioants in vor
regular pe data, if ) the name of the

0 Coegoriesofpersonaldaa ranstered for when w g

and(2)

Seerow 10.
h)  Sensitive and special categories of personal data:

Google dc to (free or these d: '
) Technical implementaton of the transfer: which  Data Jable.See: Google, ata regions data, URL

7 tied wellzs
Technical measures:
it in transit for LTS and TLS, plus i), and AED for
ervice ata the additional ] a

(CSE)foreet. It fllows oo the organiser i nt just i “Customer Data by Google), the

) Technicaland rganizatonsl measures nplce; . pted Telemetey ata, Additonal
protection ontols. This has ion, forts own

purposes, as covered in Google's general (consumer) Privacy Policy.

Organisations messures

Same as Contentand Account Data
k) Relevant onward transfer(s) of personal data (if any): Di ti sferred to 7 ter
[] Countries of recipients of relevant onward transfer(s): Australia, Brazil, Chile, Hong Kong, Indi d Te Additionally USA (no longe

3 Starting date of the transfer:
b)  Assessment period in years:

) Ending date of the assessment based on the above:

d)  Target jurisdiction for which the DTIA s made:

) Isimporter an Electronic Communications Service Provider as defined in
0o v req

B Relevant local laws taken into consideration:

[assessment made on 28 November 2023]
2

X2
Australa, Brasi, Chile, Hong Kong, India, Singapore and Taiwan +
United States

Yes
No

Taiwan,

Rational

contet of o support request,

imit o modty, any fegol process

Howeve, i uidedoes ot cove he Sevce Dota

Googte has oo

customers in he st 2 years for t's purpose.

ttastobe

destnation counries.

) Number of cases under the laws listed in Step 2¢ per year in which an
i i i relevant
data through legal action during the period under consideration.

b)  Share of such cases in which the request occurs in connection with a case:
that due to its nature in principle permits the authority to obtain the data
also from a provider

Bl itwil be possi

otherwise)
€0 give up its request for the data in plan text

) v
in one way or another (e.g, with consent or through legal o
administrative assistance)

e

it seeking to be so important that it will look for another way to obtain it

Number of cases per year in which the question of lawful access by a foreign authority arises

Number of cases in the period under consideration

Probability cases Cases remaining
100% 100
100% 100
100
1% 038
050 050
050
038

Rationale

customers inthe pst 2 yeors.

ogencies i,
under trat
the ther thid coutres have simlrsecrecy oblgtions

permitte. URL htpsservices qoole com/fesblog/goverament_oces.techriclwhitepeper o

gencie the robabityis s o 1 caseper pear

be exclued.

o i era.

Absenton MIAT

the Content, Account and Website Date

Based on E35, which is a calculation of C35°D34. D34 s calculated as (1-C34)°D33.
Based on E37°C21

Legal Basis considered for the following assessmer

quisite for success
Probability that the authority is aware of the provider and its
y the provider

ndi

authority rveciser. 3

Bl
of the provider, of ts subcontractors or of the parent company technically
(eg,
using admin privileges) or are able to gain such access, e.g, by covertly
installing a backdoor or *hacking” nto the systen (rrespective of whether
they are allowed t0 do 5o . frereaite 1.2
and are then able to search for.find and cooy the data reauested by the
@ 2

Unknown for Brasi, Chile, Hong Kong, Indi d Tai
Probability per case Rationale
% 100%
0% 0,00%
Bras, i
moking
1% cannor Searcfor any customers
Google expans:
i e
fccess s
500%
50%
100% 100%

s/ uokspace oogle.comerms/subprocessors hemi



Diagnostic Data 8/

€ Probabilty that despite the technically lmited access and the technical  100% 100% an
in place,
order ider, i tvel
b o
(prerequisite no.5)
Ul i 2% 75%
this would lea tothe crminal abiltyof employees ofth provider or s s s
realistc,
and a5 2 consequence, the data does not have to be produced or i not conda
produced e, 6
cuntrie s ukooun
€ Probabilty that the government organisation does not succeed in 100% 100%
removing. time or
provider' access st )
extontonrom Gogle.
successful o 375% Result of multplication of E45E46ESO*ES1*E52+E53
s considered for the following assessment: Unknown for Austraia, Brasil, Chil, Hong Kong, India, Sngapore and Taiwan, EU Adeauacy
probabiity in the period Rationale
@ o% 000% 010% ) nacosor
“tackdor ccss -
P ot of cktors
providers inthe country to view it nplan text as pat o an upstream !
monitoring of Internt backbones
5) b o% See he explontio i the ow bove.
q or i i 10% 010%
a or = 1%
company's data
aces forsecuny senies).
El 100%
inteligence searches in the country as per the above laws oo
successful 010%
99,00%
375%
Probabilty o a
tyof tegal 1%
countermeasures)
Description in words (based on Hillson) Verylow
The i 18
The it 3
Sl <5 Very ow' 510K = Lo, 1125 = Medum, 2650% = i and 50 = Very i oy
o) Estmoted proobity ofoceence fscesft i aces sk soix verytow Rationale

3= requlr personl dato i the lear

dota proecton is f there s unouthorised cces o thir doa. Herce the Diagnostc

b Estmatedimpoctof sk e

sk mterinises,

Rationale

from apractics pointof
2 view,for toranster ves ot byt e

location n  whitlsted country instead?
b applicable data protection law (e.g., Art. 49 GDPR in case of the GDPR)? o
B} ; ! No Enare thot dta remins enrped. o

Text . tere s o appropriate encryption nransi?

e el et
- [S—
£l third party (.. Yes s
by a transfer d
¥ i protection law (e.g., ontractual

o Gauss i cas ofte GOPR, aproved 7, - the case of an onvard [ —

ranste -  back o-back-contract i in withthe EU SCC),and canyou ity

. "

judicial enforcement (where applicable)?
(ST — | st |
Final Step: Conclusion
In view of st Reassess at the latest by: X+2.

[T ——

This Transer Impact Asessment has been made by Place,Date:

SLM Rik/ SURF /SIVON / PRIVACY COMPANY ed:
8y: T5chool or University X



Security Data, T&S

by Google's Trust &
Data Transfer Impact Assessment (DTIA) on the oo fety team o the UsA. osecion of Service Data
between 5 categories
transfer to third countries of Security Data and Aot et bagmete oo
notifications processed by Google Meet (audio/video inboth the data, this DTIA
rsonal data. Tis
conferencing) ontins personal data

a) X

b)  Countryof data exporter: [Confidential] for the Dutch education sector.

o porter i ) Google LLCin the USA relyon P
usa.

@) Country of data importer: 3 in Dublin, Ireland. Google Cloud EMEA

" ,
Limited is a wholly owned subsidiary of Google LLC, which in turn is a wholly owned subsidiary of Alphabet nc.

v Trust & Safety Team in the USA nthe u i o
€} Contextand purpose of the transfer: take extra measures to protect the personal data.
" a aricpants in

f) Categories of data subjects concerned: particpant

Security logs ers, such and types of devices used. Reports {0 the Trust & afety Team, as well a flags of suspected CSAM may include regular, sensiive and
€ Categoriesof personal data ransferred: special categories of data.

Security logs may be i o, ffenses.
1 Sensitive and special categories of personal data: ety logs may o offerses

Security The Trust & inthe UsA toscanfor teril fromthe
) Technical implementation of the transfer: £DPB and future new CSAM eisation in the EU.

it fer 10 4y 2023, n

§) Technical and orgarizational measures inplace: { data i P

Kl Relevant onward transferls) of personal data (if any):

1) Countries of recipients of relevant onward transfer(s): Usa

Rationale
a)  Starting date of the transfer: [assessment madle on 28 November 2023]

b)  Assessment period in years:

) Ending date of the assessment based on the ab X2

d)  Target jurisdiction for which the DTIA is made: United States (exclusively)

€ Isimporter an Electronic Communications Service Provider as defined in Vs

0 o y req No - orlimit or modfy, any legl

access:
o poge 7. However, i quide dos ot ove the Sevice Dt

ot from DutchEducation customers i thepast 2 years for ths purpse.

Relevant local laws taken into consideration:

1010y 2023.

Rationale

, from a practic point of

) vewfor o

locaton 3 whielsted counr stad?
b) No.

‘applicable data protection law (e.g., Art. 49 GDPR in case of the GDPR)?
o B N No Ensare thotdota remins cncrypeed.

e i o approrit encrypton nrans)?
0 i pry e omtdccnshkt
v
v protection law (e.g.,

Gauses I <o ofth GOPR, aprove R, - hcaseof a omvrd [ e—

e Yes o

transfer - back-to-back-contract inline with the EU SCCs), and can you

judicial enforcement (where applicable)?

Based on the answers given above, the transfer

Final Step: Conclusion

e b feasessatihetestby: X2

(o fthere are any changes i creumstances)

This Transfer Impact Assessment has been made by; Place, Date:
LV Rik / SURF /SIVON / PRIVACY COMPANY Signed:

e
By: T5chool or University X]

s/



Website Data

Data Transfer Impact Assessment (DTIA) on the
transfer to third countries of Website Data processed
by Google Meet (audio/video conferencing)

) Data exporter (or the sender in case of i

b)  Country of data exporter:

) Country of data importer:

€ Contextand purpose of the transfer:

f) Categories of data subjects concerned:
| Categories of personal data transferred:

k) Sensitive and special categories of personal data:

i) Technical implementation of the transfer:

J) Technical and organizational measures in place:

Kl Relevant onward transferls) of personal data (if any):

1} Countries of recipients of relevant onward transfer(s):

3 Starting date of the transfer:
b)  Assessment period in years:

) Ending date of the assessment based on the above:
d)  Target jurisdiction for which the DTIA s made:

x

[Confidential] for the Dutch education sector.

Website Data, both
d when admins to access the
Service Data, This DTIA

5 categories of Data: d Da
it Website Dat in both the

impact and

P data. oTA

Technically,

inthe 7 i here, if horised.

‘Google LLC n the USA. relyon P
USA, with onward transfers to third countries for recorded data.
e 3 based in Dublin, Irland. Google Cloud EMEA
Limited is ogle LLC, which i turn s Alphabet Inc.
1-on-L or group call (up to 500 participants) d video or just
audio. d (A generated) speech,and { of live captions.
i jogs 3 of browser to
v Admin Console. vin when a user wants
Privacy Notice. itwil Workspace for Education for advertising purposes, . the user
the legal
Website Data Inits Data e
live.” URL
from Meet, but such Website Data (which for Google are part of ‘Service
Data).
Therefore,
h acrash log issue. In that case, the Website Data may be transferred to 12 third countries (without an
‘adequacy decision from the EU): Australa, Brazil, Chile, E| Salvador, Guatemala, Hong Kong, India, Malaysia, Mexico, Phil d Taiwan, plus the USA. d
pe.
2. However, evenif a customer does 3 may stll have limited,
all issues, Australia, Brazi, Chile, Hong Kong, Indi
andT: dditionall from the US ‘< publ e b ded relating to ts
subprocessors and affliates to SURF and SIVON.
y low: located lia, Brazil, Chile, Hong Kong, Ind
ol d participants in L or
inbold personal data, f I d
identity should remain confidential
Google d it (free or Dat 2 for whicha
Google, Data your data, URL:
Technical measure:
it in transit for TSand TLS, 1), and AED for
Organisational measures:
Same as Content and Account Data
‘Website Data from v t07 third
Australia, Brazi, Chile, Hong Kong, Indi \d Taiwan, Additionall USA (no longe

[assessment madie on 28 November 2023]

X2
Australa, Bra
United States

, Chile, Hon Kone, India, Singapore and Taiwan +

) Isimoorter an Electronic Communications Service Provider as defined in  Yes
0o v req No
8 Relevant local laws taken into consideration:
Brasi, Chile, Hon Kong, Indi d
Taivan.
Probability cases. Cases remaining

a) laws ¥ 100% 100

authority in the third countriesis estimated to attempt o obtain relevant

data through legal action during the period under consideration.
b)  Share of such cases in which the request occurs in connection with a case  100% 100

that due to its nature in principle permits the authority to obtain the data

also from a provider
o y it wil be pos o% 100

otherwise)

to give up ts request for the data in plain text
@ ilty that i i 10% 090

in one way or another (e.g, with consent or through legal or

dministrative assistaneel
e i 045 045

it i seeking to be so important that it will look for another way to obtain it
Number of cases per year in which the question of lawful access by a foreign authority arises 045

Number of cases i the period under consideration

Legal Basis considered for the following assessmer

Prerequisite for success
a)  Probabilit that the authoritvis aware of the provider and its
b) provi

authority e 3

y  employ
of the provider, o ts subcontractors or of the parent company technically
(eg,
using admin privileges) or are able to gain such access, e.g, by covertly
installing a backdoor or *hacking” into the systen (irrespective of whether
they are allowed 10 do 50) . fpereausic 10,2

and are then able to search for.find and cooy the data reauested by the
@ 2

9

) Probability that despite the technically limited access and the technical
izati in place,
order the provid st

torereaiite an. S)

this would lead to the criminal iabiity of employees of the provider or its

realistic,
and as a consequence, the data does not have to be produced or i not
produced preecuitera 6]

B Probability that the government organisation does not succeed in
removing time or

provider's access fpercausic 10,7

030

Unknown for Brazi, Chile, Hong Kong, Indi d Tai

Rationale

countries.

imi o modty, ny legal

o0 oge 7. Howeve, this quide docs ot cove th Websie Do

Googte has oo

i Country

dotafom DutchEcucation customers i the pest 2 years fo th purse.

the D9F o
hi vl destintion counres.

Rationale

Hong Kon: Ind;Sngapor; Twon; o the Unied Sttes (Us)."

oty under U law,

other third countries hve s screcy obigatons.

acces_techncal whiepoper f

ntelnnce oqences th ovobotit s e to 1 coe e veor,

Senices orvluntry disclosare comr be excuded.

Absent an AT

 where Google s

contoler). It o tokes te.

Based on E35, which is  calculation of C35°D34. D34 s calculated as (1-C34)°D33.

Based on E37°C21

Probabilit per case
00

100%
o% 0,00%
1%

5%
10% 500%
50%

% 100%
100% 100%
% 75%
100% 100%

Rationale
"
yeors.
but they connot seorc forany
* Google o token
Customer ot
Sendice Dot v

Customer Data and b Sece Dat.”

o decyptwithts own ey, and o discose these doa.

s/ uoispace google.comerms/subprocessors heml

both 5 ond ron-
conducy/

counties s unkeoun,

10 100% atsenton explation fom Google,

question f guest

users i ised by
guarantees. This DTIA assumes there is no such protection umbrella.

10711



Website Data i

or 3,75% Result of muliplication of E45*E46ES0%ES1°€52"€53

Legal Basis considered for the following assessme Unknown for Australa, razil,Chile, Hong Kong, Ind  Taiwan, EU Adequacy
Probabiltyin the period Rationale
3 v orits % 000% 005% ) ond
i 2 g
providers in the country to view it n plain text a5 part of an upstream ‘
monitoring o Internet backbones
b i by o% e,
o or 10% 005%
dta ke coki e frathe ID-cooie conno e excuded.
selectors (.. search terms such certain recipiets or senders of electronic -
Arinctesarm meitoring of nlina cmminie tinns
) b 1%
company's data
oces forseunty servees)
@ Probabiltythat the data i regarded as content that i the subjectof  50%
inteligence searches in the country as per the above laws e
Acccunt nd Dot ot
successful 005%
1 100%) 000%
Probabiltyof successful 375%
Probabilty o a
tyof tegal o
countermeasures)
Jawtul in plain text vi ider i on peri 3a3%
Description in words (based on Hillson’) Very low
The yea 1m
The vea P
pTR—
) Extimated rovaityof oxcrence o sucesfol lowfl ccss sk s Verytow Rationale
1- presdonymised eqlorpesona deraLow
e, the it s s o o
o etk T ther e noighisks arymor o th rsfer o the USA such

B e Hon Ko i Saopore and Trwon,
VeryHigh
High
Medium

Ratonale
 from apractics pointof

o viewfor o wanster ot byt e ond

location in @ whitelsted country nstead? e 7t coutries
b) » No

applicable data protectionaw (&5, A, 49 GDPR n case of the GDPRI?
a . : o [— o Sty

. thre s no apropriate encryption n ransio?
o et st messts
[—
o ves o
by a transfer d
¥ i protection law (e.g., Contractual

o Gauss i case ofte GOPR, aproved 7, - the case of an onvard JE—

wansfr - 3 back o-backontrac i ine with the EU SCC) and can you ity

"

judicial enforcement (where applicable)?

Based on the answers given above, the transfer

Final Step: Conclusion

Inview of s
permitted Reassess at the latest by: X+2

(o fthere are any changes i creumstances)

This Transfer Impact Assessment has been made by; Place, Date:
LV Rik / SURF /SIVON / PRIVACY COMPANY ed:
By: T5chool or University X]



